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MEMORANDUM FOR TREASURY INSPECTOR GENERAL FOR TAX
ADMINISIRATION

FROM.

SUBJECT Response o Draft Aodit Report: Emplayee's Extensive
Ferscnal Llse of 1he Internet Should Be Controlled

Altached s the LS managermant response for the above stated draft audit repor.
Included with he respanse is a copy of the memaorandum signed by Bob Wenze!

an Movempear 2. 2000

The managamant response to your fiindings and recomrmendalicns regarding the
Internal Hevenue service {IRS) policy on employee use of the Intermel was nat
originally submitted with the above mentioned memorandum,

If you have any queshons ragarding this management response. please feel free
to cantact me or @ member of your slaff rmay call Dizhe B, Rebinson, Acling
Office Manager Pragram Cwersight and Coardinalion, at (202) 283-4128.

Attachment



Attachmant

Management Response to Draft Audit Report — Empleyeas’ Extensive
Personal Usa of the Internat Should Be Contrallad (Audit Mo, 200020030

RECOMMEMNDATION #1
The Chief Information Officer (C10] should continue using the Internat blocking
software and ensura the timely annual procurement of the software licensing

agreement to receive timely updates lo the blocking criteria starting with the year
2001,

ASSESSMENT OF CAUSE

When the audit was conducted, IRS was using a blocking software package:

howewer, the subscription service was nat renawed in a timely manner. That

raused tha tRE to miss sorne updates and that could have allowed sites to be
accessed thar would have otherwise been blocked.

CORRECTIVE ACTION

The CIO agrees wilh Lhis recommendatian and has renewed the Internel blocking
saftware for Fiscal Year 2001.

IMFLEMENTATION DATE

Campleted: October 2000

RESPONSIBELE OFFICIAL

Chief Infermation Technology Serices
Depuly Chiet Infarmalion Technalogy Services

Director, Telacommunications

MAONITORING PLAN FOR CORREGTIVE ACTION #1
Mot Applicable



Attachment

Managemant Response to Draft Audit Report — Employees’ Extensive
Personal Use of the Internat Should Be Controllad {Audit Na. 200020030)

RECOMMENDATION #1
e Chief Information Officar (C10) should continue using the Inlernet blocking
sofware and ensure the timely annual procurement of the software licensing

agraement to recaive imely updates to the blocking criteria starting with the year
2001

ASSESSMENT OF CAUSE

When the audit was conducted, IRS was using a blaocking software package;
however, the subscription service was not renewerd in a timely manner. That
causetd the IRS to miss same updales and that could have allowed sites ko be
accessed Lhat would have otherwize been blocked.

CORRECTIVE ACTION

The CIO agrees with this recommendation and has renewed Lhe Internet blocking
software for Fiscal Year 2001

IMPLEMENTATION DATE

Completad: Ootobar 2000

RESPCONSIBLE QFFICIAL

Chief Information Technology Services
Dreputy Chief Information Technalogy Services

Director, Talecommunications

MONITORING PLAN FOR CORRECTIVE ACTHON #4
Mot ApplicatHe



Attachmant

Management Response to Draft Audit Report — Employeas' Extenziva
Persenal Use of the Internet Should Ba Controlled {Audit No. Z00020030)

RECOMMENDATION #2

The CIO should mandate that Internet-related activity Iogs from the IRS firewall
and progy servers are ratained and periadically reviewed to identify inappropriate
BEOSSIRE,

ASSESSMENT OF CAUSE

Review of activity logs to determineg employee use of the Intarnet was not in
place during the period becausa of need to comply with a related Unfair Labor
Fractice {LILF" settlemenl. Furthermore, even if the ULF wara not in place, it
wiould he extremely difficult to review the Ipgs for this purpese. The firewall and
prowy servers generate |og files that can be compiled and searched to determine:
which sites were visited and comelate thal W a specific Internet Frotocal (1P
address. Most of the Service uses Dynamic Host Configuration Protocal (DHCF}
te assign IP addresses 5o each workslation is generally assigned an access
upon Use, The DHCP logs cannot tell what amployee used & given P address
during an Internet session without a cumbersome precess to match log an lime
with passwords,

The IO agrees that monitaring of employes uze of the Intemet is g by-product
of the recently negotiated IRS Internet Policy, However, the IRS is still
considering which strategies will be used for this activity and subsequently, what
rale aclivity logs will play.

CORRECTIVE ACTION

The Office of Security is leamed with Telecommunications and TIGTA's Strategic
Enforcament Division im the Ingidenl Response Center. Guidelines are currently
being established for accountability, roles, and responsibilities. This includes

actions that result when ingidents ooour during reuline monitoring of intrusion
detection systems or firewalls,

IMPLEMENTATION DATES
Proposed: Movember 1, 2001
RESPONSIBLE DOFFICIAL

Chief Infermation Technology 3ervices
Birector Office of Security

MONITORING PLAN FOR CORRECTIVE ACTIONS
Nl Applizable



Attachment

Management Response to Draft Audit Report — Employees’ Extenslve
Perzonal Use of the Internat Should Be Controllad {Audit Ma, 200020030)

RECOMMENDATION #3

The CIO should augmant the vandor's blocking criteria list with known
inappropriate sites identrfied during montaring efforts or from referrals, Based
an our review, gxternal streaming video web sites should be blocked from
emgloves access unlil the IRS Telecammunications Branch can fully evaluate ils
impacl ocn bandwidth and ensure itz use will not hindar other business
telecomatunications lraffic.

ASSESSMENT OF CAUSE

The IRS uses a blocking software preduct to restrict access to sites containing
materials not deemed appropriate for business use of the Intemet. The saftware
is updated weehklhy. Additionally, the 15 staff has not conductad any specific
rmadeling ar projections to assess the impact of ahy expanded use of the Internet
neh-bUsiness purpases to support taking action o allow such uze by employees.

CORRECTIVE ACTICNS

da. The 5 organization will assess other products that might offer more options
io blocking sites than are currently available in the WebNaot software. 15 will
implement such preducts apon review and appreval of |5 executive
rmanagemerdl.

3h, The |5 organization will assess products and woois @0 block video and audio
streaming capabilities to the intemel. 1S will imptement such products upan
revigw and approval of 1S executive management. Gnce blocked, the
reactivation of video or audio streaming will only be dene 23 2 result of
documented business needs approved in the IRS Strategic Plan process.

IMPLEMENTATION DATES

8. Proposed: June 2001
ib. Proposed: hMay 2001

RESPCNSIELE OFFICIAL

Chief Infarmalion Tachnology Services
Daputy Chigf Information Technology Services
Director, Tetecommunications

MONITORING PLAN FOR CORRECTIVE ACTIONS
da; Mot Applicable
Jb: Mot Applicable



Attachment

Management Response to Draft Audit Report — Employees’ Extensive
Personal Use of the Internet Should Be Gontrollad {Audit No. 200020030)

RECOMMENDATION #4

The CI} should consider lhe impact on RS resources priar 16 deciding Lo
implerment a “limitad personal use” Internet policy.

ASSESSMENT OF CAUSE

When [nlernet access was introduced on the end user workstation, there was
little demand for bandwidth. As uses have grown far conducting training, service
ordering, and cther applications, 0 has the need for available bandwidth,

CORRECTIVE ACTIONS

4a. The CIQ will perform appropriate traffic analysis relative to expanding Intermet
access for personal use before any recommendation is Made whather ar not
tz change the IRS Internet policy o allow lor nen-business use.

4k, The CIO will parfarm appropriate cost eslimates relative 10 expanding
Imternet access for personal use before any recommendation is made
whether ar nol t4 change the 1IRS Internel policy to allow for not-business
Use,

de. The C1O will recommend a policy on non-business use of the Internat.
44, Implemeant IRS policy changes oh hon-business use of the Internet,
IMPLEMENTATION DATES

4a. Proposed; July 1, 2001

b, Proposed: Septermber 1, 2001
4c, FProposed: Getober 1, 2001
4d. Proposed: Mowember 1, 2001

RESPONSIBLE OFFICIAL

Chief Information Technology Services
Deputy Chief Information Technalogy Services
Director. Telecommunications

MONITORING PLAN FOR CORRECTIVE ACTIONS

da: MNat Applicable

4k Mot Applicable

4o Secure Commissioners signature on policy on non-business use of Internet
4d: Disseminate policy to all IRE employees



